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1 Introduction

  The control and monitoring of all LHC detectors is done via the PVSS software and JCOP Framework, both specifically developed for LHC. Please refer to [1-2] for more information on the PVSS software and to [3] for more information on the JCOP Framework.
  The PVSS software application developed for a specific hardware system, like the HV system of CMS EE, is called a project or component. A component is made of different panels that are used for controlling and monitoring the hardware. The number of control panels is not fixed and depends on the hardware system that needs to be controlled. A description of how to create and maintain a PVSS component and the control panels is beyond the scope of this document and can be found in [4]. 
  This document describes the use of the PVSS component developed for controlling and monitoring the HV system of CMS EE. Please refer to [5] for a description of the HV system of CMS EE. 
The document is organised as follow:

· Section 2 describes the project hierarchy.

· Sections 3 and 4 describe the control panels.
· Section 5 describes the various operations.
· An appendix contains details of the project installation in Point 5.
2 Component hierarchy

  The overall control hierarchy layout is shown in the following chart:

  The DCS naming of the Dees will soon be changed. This document will be updated once the changes have been implemented.

  The control of the HV system is performed at the Dee level. Therefore four PVSS main control panels are used, one per Dee. The layout of each of these four panels is identical and is described for one of them in Section 3. 
2.1 Important note
  It is possible to control and change the setting of the HV system also directly from the main menu of the CAEN SY1527 crate. Both PVSS and CAEN crate have the same level of priority. This means that the operations performed and the settings applied are the ones from the system that was used last, PVSS control panels or CAEN main control menu.
3 Main control panels

  All controls and monitoring are performed via the four main control panels with identical layout. Figure 1 shows a screenshot of the main control panel for EEM_01.
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Figure 1: Screenshot of the main control panel for EEM_01 (Dee4). Of the six HV pairs only the first two, HV_Pair1 and HV_Pair2, are currently in use and enabled. For the system, the drop-down menu with list of possible operations that can be performed (see 3.1.1) is open; this menu shows the only operation that can be performed when the system is on, which is to switch off. 
As can be seen from Figure 1, the layout of the panel can then be divided in three main areas:

1. Control of system and sub-systems in the top left part of the panel and described in 3.1

2. Monitoring of HV channels in the central and right part of the panel and described  in 3.2
3. Visualisation of various errors, interlocks and OPC connections in the bottom left and central part of the panel and described in 3.3
   On the top right end corner of the panel there is a button called Expert Operations, which

use is described in Section 5.2.
  At the very bottom of the panel is a white field where system messages are displayed, like for example an error message in case the operator does not have the right to control the system. 
3.1 Control of System and Sub-Systems

As mentioned already the control of HV from the main panel is performed at the Dee level. The system controlled by the main panel is the HV for one whole Dee. The sub-systems are the HV pairs Anode/Dynode.
3.1.1 System
In the top left corner of the main panel is located a series of four buttons: 

1. Button located under System and with written on it the name of the Dee controlled by the panel. The only operation that can be performed with this button is clicking on it. This will close the main control panel. The action is equivalent to click on the Close button located in the bottom right corner of the panel.

2. Button located under State. It is the button through which the turning on and off of the HV for the Dee is performed. All sub-systems that are enabled (see below 3.1.2) will be turned on and off all together. Clicking on the button will open a drop-down menu with list of possible operations that can be performed. A specific operation will be actioned by clicking on it from the drop-down menu. The button shows also the state the system is in and its colour will vary according to a predefined scheme in PVSS. The list of possible actions depends on the state the system is in. Table 1 shows the list of possible states classified according to the colour scheme defined in PVSS and the possible corresponding actions for each state.
3. Button with lock symbol. The control of the system is taken or released through this button. Clicking on this button will open a window called Modes with a list of options. Each option is enabled by clicking on it. The control of the system can be taken and in that case the lock will be closed. The control can be taken in two different ways: exclusive and shared. When the control is exclusive the system can be turned on and off only via this panel. The closed lock will be of green colour in this case. When the control is shared the system can be turned on and off also by other operators with whom the control has been shared. In this case the lock will be of blue colour. The control can also be released. The system can no longer be operated via the panel. When the control has been released the lock will be open. If at least one of the sub-systems is disabled (see below 3.2.1) the button will have yellow edges all around.
4. Green button with ! in triangle.  It is for the display of the alarms. Clicking on it will open a panel that will show the alarm history: when an alarm happened and where, what was the alarm, if it was acknowledged and when.
3.1.2 Sub-system
In the top left part of the panel is a list of sub-systems controlled by the panel. For each Dee the sub-systems are the six HV Anode/Dynode pairs. Each sub-system has assigned a row of three buttons:
1. Button located under Sub-System and with written on it the name of the corresponding pair. Clicking on this button will open a secondary panel described in Section 4.
2. Button located under State. The turning on and off of the sub-system is actioned clicking on this button. Using this button the different sub-systems can be turned on and off independently one another. The use of this button is the same as the one of the corresponding button for the system. It also shows the state the sub-system is in classified according to the colour scheme defined in PVSS. The possible action that can be performed depend once again from the state the sub-system is in. The possible sub-system states and the corresponding actions are listed in Table 1. 

3. Enable/disable button. The enabling or disabling of each sub-system is achieved acting on this button. Clicking on this button will open a window called Modes. The only mode displayed will be the one opposite to the current one. So if for instance the sub-system is enabled the only option will be to disable it; vice versa is the sub-system is disabled the only option will be to enable it. The sub-system can be turned on or off only if is enabled. Enabling/disabling channels is an operation that is available only to EE Experts.
	System State
	Sub-system State
	System Action(s)
	Class

	ON
	ON
	SWITCH_OFF
	PHYSICS

	OFF
	OFF
	SWITCH_ON
	OFF

	RAMPING_UP
	RAMPING_UP
	SWITCH_ON

	System: NOT_READY
Sub-system:

WARNING

	
	
	SWITCH_OFF
	

	RAMPING_DOWN
	RAMPING_DOWN
	SWITCH_ON

	System: NOT_READY
Sub-system:

WARNING

	
	
	SWITCH_OFF
	

	INTERLOCK
	INTERLOCK
	
	WARNING

	UNDER_CURRENT
	UNDER_CURRENT
	SWITCH_OFF
	WARNING

	UNDER_VOLTAGE
	UNDER_VOLTAGE
	SWITCH_OFF
	WARNING

	EXTERNAL_TRIP
	EXTERNAL_TRIP
	 
	ERROR

	OVER_HVMAX
	OVER_HVMAX
	 
	ERROR

	EXTERNAL_DISABLE
	EXTERNAL_DISABLE
	 
	ERROR

	INTERNAL_TRIP
	INTERNAL_TRIP
	RECOVER
	ERROR

	CALIBRATION_ERROR
	CALIBRATION_ERROR
	 
	ERROR

	UNPLUGGED
	UNPLUGGED
	 
	ERROR

	OVER_V_PROTECTION
	OVER_V_PROTECTION
	 
	ERROR

	OVER_CURRENT
	OVER_CURRENT
	
	ERROR

	OVER_VOLTAGE
	OVER_VOLTAGE
	
	ERROR

	POWER_FAIL
	POWER_FAIL
	 
	ERROR

	TERMPERATURE_ERROR
	TERMPERATURE_ERROR
	 
	ERROR

	ERROR
	ERROR
	
	ERROR


Table 1: List of different states available for system and sub-systems, classified according to the colour scheme defined in PVSS. The possible actions available for each state are also shown along with the class each state belongs to. The INTERLOCK state is only for the ESS interlock (see below 3.3.2). In the case when not all the enabled sub-system have been turned on or off, the state of the system will be PARTLY_ON and the associated colour will be yellow.
3.2 Monitoring of different channels

The 12 HV channels of the CAEN A1735P boards (see [5]) are visualised on the main control panel divided into two groups: four primary channels and eight extra channels. For each channel the following information are displayed: 1. set value of HV; 2. read-back value of HV; 3. read-back value of current. The position of the read-back value in the allowed range of values is also displayed with a coloured square next to the numerical value. The colour scale is shown on the bar on the right side of the panel. 

At the beginning only the four primary channels will be used and will have a set value for HV different from zero. Some of the extra channels may be needed at the later stage during the CMS lifetime. 
3.3 LEDs

In the bottom left and central part of the panel is a series of LEDs divided in three groups: 
1. 12 LEDs that show if an error has occurred in any of the HV primary and extra channels
2. two LEDs that show if there is an active interlock

3. two LEDs that show the status of the OPC connections

When there are no errors nor interlocks and the OPC connections are up and running all LEDs are green. If there is instead a problem the corresponding LED will be red. 
3.3.1 Errors

If there is an error in any of the 12 HV channels, like for example one channel starts to draw high current, the corresponding LED will turn red. This will trigger a switch off of the system and its state will eventually turn to OFF. The corresponding LED will however remain red, which allows identifying the channel that had the error.
3.3.2 Interlocks
There are conditions, described in [5], when it is not possible to operate the VPTs and the HV has to be switched off immediately. This is achieved by sending an interlock signal in input to the CAEN system. There are two interlock signals that are sent as input to the CAEN system. One interlock signal comes from the HV distribution system and goes to the “interlock” input of the front of the CAEN crate and the other comes from ESS and goes to the bottom of each HV card at the back of the CAEN crate. If either of the two interlock signals is received by the CAEN system the corresponding LED turns red. Once an interlock signal has been received by the CAEN system the HV channels will all be turned off at the same time. The normal turn-off procedure described in 4.3.2 is therefore not followed. When the distribution system interlock signal is active the state of system and sub-systems will eventually move to OFF. When the ESS interlock signal is active the state of the system and sub-systems moves to INTERLOCK.
3.3.3 OPC Connections

In the bottom left part of the panel is located a box called OPC Connections with two LEDs in it. These LEDs show the state of the two connections Client-Server and Server-Crate. If the LEDs are green both connections are OK. If any of the two connections is lost (CAEN crate off for example) the corresponding LED will become red and the state for the system and sub-systems will move to ERROR. At this point it is not possible to communicate with the CAEN crate. 
Once the OPC connection(s) have been restored, the states will move out of ERROR and the LEDs will turn back to green. Once the communication Is restored, it will be possible to turn the system back on. 

- Important note. It is very important to note that the updating of the status of the OPC connections is extremely slow. Once the connection is lost, it may take up to 20-30 seconds for the states to change to ERROR and the LEDs to turn red. If at any point it seems impossible to control the HV, it is worth waiting 30 seconds or so to check if one of the OPC connections was lost. The same problem subsists when the connections are restored. In this case though, the states will move out of ERROR first, while the LEDs are still red. It will take up to another 20-30 seconds for the LEDs to turn back green. This means that as soon as the states have moved out of ERROR it will be possible to operate the system, even with the LEDs still red.
4 Secondary panels

Two secondary control panels can be opened once the main control panel has been opened. The first of these two secondary panels is the control panel for one HV pair, described in Section 4.1. The second of the secondary panels is the control panel for a single HV channel, described in Section 4.2.

4.1 HV pair control panel

The control panel for an HV pair is opened double-clicking on the sub-system button for the chosen HV pair in the main control panel. Figure 2 shows a screenshot of the control panel of an HV pair, in this case HV_Pair1 of EEM_01. The panel controls an object, the HV pair selected, and two sub-systems that are the two single HV channels, Anode and Dynode, forming the HV pair.
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Figure 2: Screenshot of the control panel for HV_Pair1 of EEM_01. For this pair both anode and dynode channels are used and therefore enabled.
  As can be seen from Figure 2, the layout of the panel can be divided in two main areas identical to the ones in the main control panel:

1. Control of object and sub-systems in the top left part of the panel and described in 3.1

2. Monitoring of HV channels in the central and right part of the panel and described  in 3.2

  At the very bottom of the panel is a white field for system messages identical to the one in the main control panel. 

  The description of the two areas is almost identical, apart from two exceptions detailed below, to the one for the main panel and is not repeated here. 
  One difference to the main panel is one of the control buttons for the object. The third button is not the one for taking control (button with lock symbol in the main control panel) but the one for enabling or disabling the object, e.g. the HV pair. An HV pair can therefore be disabled either from the main control panel or from this secondary control panel. If one or both sub-systems are disabled a yellow edge will appear around the third control button for the object and around the enable/disable button of the corresponding sub-system in the main control panel. 
  The other difference is that the single HV channels cannot be turned on or off independently of one another. Clicking on the state button of the sub-system will therefore not open a drop-down menu because there are no operations allowed.
4.2 Single HV channel control panel

The control panel for the single HV channel is opened double-clicking on the sub-system button for the chosen channel in the HV pair control panel. Figure 3 shows a screenshot of the control panel of a single HV channel, in this case Anode1 of HV_Pair1 of EEM_01. The panel controls only one device, the single HV channel, and there are no sub-systems.
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Figure 3: Screenshot of the control panel for Anode1 of HV_Pair1 of EEM_01.
  The panel has at the top a series of four buttons to control the device. The first button shows the name of the device controlled by the panel. The second button shows the state the device is in. The states and the corresponding colours are the same as of Table 1. As already mentioned the turn on or off operation cannot be performed on a single HV channel. For this reason there is no drop-down menu associated to the state button. The third button allows enabling or disabling the channel. If the channel is disabled the yellow borders will appear in the enable/disable button of the corresponding HV channel in the HV pair control panel and of the corresponding HV pair in the main control panel. The fourth button opens the panel with list of alarms for the channel.
  Below the row of control buttons are displayed various information: the hardware location of the channel, values of parameters set by software (like the value of HV) and hardware (like the ramp-up and ramp-down rates) and current read-back values of various parameters. The possibility of loading the settings for the channel directly from the CAEN crate and of turning the single channel on or off are only available to EE Experts.

  The panel contains also a history plot of the values of voltage and current monitored over time. The data for the plot are retrieved from the conditioning database. 

  At the very bottom of the panel is the white field for system messages that has already been seen in the other control panels. 
5 Operations

In this section the various operations that can be performed via the PVSS EE HV component are described.
5.1 Starting operation and access control
  In order to use the EE HV PVSS component one has to use the main control panel for ECAL. The ECAL main control panel is available either directly in one of the four ECAL screen displays in the control room at Point 5 or connecting remotely to Point 5. To access the ECAL main control panel from outside Point 5 one has to log in to cerntscms01 using Remote Desktop Connection and then choose ECAL DCS. The HV control is selected by choosing HV Nodes from the list of options available at the top schematics of EB and EE on the right part of the panel. Figure 4 shows a screenshot of the ECAL main control panel, where the HV Nodes option has been chosen. At the time the screenshot was taken HV was on in both EB and EE. The main control panel for each Dee is accessed by clicking on the corresponding drawing. To access for example the main control panel for Dee4 (EEM_01) one would have to click on the half-circle numbered 01 in Endcap Minus.
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Figure 4: Screenshot of the ECAL main control panel, with the HV Nodes option selected. 
  The operation of any PVSS project, including the EE HV component, Is governed by access control. There are three levels of access: No User, Operator, and Expert. No User has no access, which means the control panels can still be opened but cannot be operated. Operator can perform only basic operations: for EE HV these will be turn on or off. Expert can perform basic and more advanced operations: for EE HV these will be all operations in the Expert Operations panel. Each person is assigned one of these three access levels. The list of EE HV Experts is currently maintained by G. Leshev. The access level is automatically checked at log-in when connecting why Remote Desktop Connection and it will appear written in the white field next to the key symbol on the top right corner of any control panel. At Point 5 one has instead to log in and the access level will be checked during log in. For logging in one has to click on the key symbol. This will open a log in box. 
5.2 Setting the voltages
  The values of the voltages for the channels can be set only by an EE expert via the Expert Operations panel. This panel is opened clicking on the Expert Operations button located in the top right end corner of the main control panel. Figure 2 shows a screenshot of the Expert Operations panel.
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Figure 2: Screenshot of the Expert Operations panel. 
  The settings can be changed only when the system is OFF. If someone tries to open the Expert Operations panel when the system is not OFF (ON or ramping up or down or in ERROR) the panel will not be opened and an error message will be displayed instead.

  Once the Expert Operations panel is open, one needs to enter the new settings in the corresponding New Value for SetPoint(V) fields and then press the Set button located at the bottom of the setting fields. The new settings will immediately appear in the HVSet(V) column. If for any of the anode/dynode pairs the difference in the new set points is greater than 200V, an error message will appear and the set points will not get changed. 
  Once the new settings have been entered, the Expert Operations panel needs to be closed. This is done by pressing on the Close button located on the bottom right corner of the panel. It is only possible to turn on the system once the Expert Operations panel has been closed
5.3 Turn on and off procedures
  The turn on and off operation can be performed either at system or sub-system levels. This means that if the operation is performed at system level all the HV pairs enabled in the Dee will be turned on or off at the same time; if the operation is performed at sub-system level only the HV pair selected will be turned on or off. The single HV channels (Anode and Dynode) cannot be turned on or off independently. To perform the operation at system level one has to click on the state button of system in the main control panel. To perform the operation at sub-system level one can: 1. click on the state button of the chosen sub-system, HV pair, in the main control panel; 2. click on the state button of system in the secondary panel corresponding to the chosen HV pair. When the turn on or off operation has been performed at sub-system level, the state for the corresponding sub-system will change to ON for turn on operation and OFF operation. In both cases though the state of the system will change to PARTLY_ON.
  At turn-on the anode and dynode channels will ramp up together. At turn-off the anode and dynode channels will ramp down together. The ramp-up and ramp-down rates have been set in hardware to values such that the difference between the anode and the dynode voltage will never exceed 200V during both ramp-up and ramp-down. 
- Important notes

1. If a dynode channel gets disabled when HV is off, when HV is turned on again the disabled channel will not start ramping up. This will lead to an unsafe mode of operating the VPTs where only the anode is on. When turning HV on always make sure that there are no disabled channels by checking that there are no yellow edges around the enable/disable button of any used HV pair. During ramp-up also check that all values of vMon for the channels in use are really ramping-up.
2. If an anode channel gets disabled when HV is on, when HV is turned off again the disabled channel will not start ramping down. This will lead to an unsafe mode of operating the VPTs where only the anode is on. This is also a very dangerous situation for any hardware intervention in the service cavern because the state of system and sub-system will show OFF while one channel is still on. When turning HV off always make sure that there are no disabled channels by checking that there are no yellow edges around the enable/disable button of any used HV pair. During ramp-down also check that all values of vMon for the channels in use are really ramping-down. Prior to any hardware intervention in the service cavern make sure that all channels are really OFF looking at vMon that should all be reading zero.
5.4 Recovery of the system from errors in channels

In case an error has occurred in any of the HV channels, this will require the attention of an EE expert. The EE expert will be able to identify and solve the hardware problem that has caused the error. The EE expert will also clear the error and turn the LED green. To do so the EE expert will open the Expert Operations panel and click on the Clear Error LEDs orange button located on the bottom left corner of the panel.

5.5 Recovery of the system from interlocks
The procedure for recovering the system once an interlock signal has been received is different in case the interlock signal was received from the distribution system or from ESS.

5.5.1 Recovery from distribution system interlock

A distribution system interlock signals a problem in the HV distribution system. This requires the attention of an EE expert, who will be able to identify and solve the hardware problem in the distribution system that has caused the interlock signal to become active. Once the EE expert has removed the source of the interlock, the distribution system interlock LED will automatically turn green. The EE expert will then open the Expert Operations panel and click on the Send GEN Clear Interlock pink button located on the bottom left corner of the panel. This operation will send a reset signal to the HV distribution system (see [5]) and enable the hardware. Once the hardware has been re-enabled, the system can be turned back on following the normal procedure described in Section 5.3. 

5.5.2 Recovery from ESS interlock

Once the ESS interlock signal has became active, the only option for the operator is to wait until the cause for it has been removed. As soon as this cause has been removed, the ESS Interlock LED will turn green and the state of the system and sub-systems will move to OFF. At that point the system can be turned on immediately following the normal procedure described in Section 5.3.
6 Still to be implemented

This section contains a list of things that may get implemented at a later stage. 

6.1 Error states
  There are various scenarios that could force the system to move into error state: an ESS interlock, a channel tripping, a channel driving too much current, a channel going above the maximum voltage fixed for the board, etc.  If an error state has occurred, the state button of the system and the sub-system(s) with problems will turn red and display the state ERROR. It may be possible to implement the feature of having displayed the cause of the error instead of the generic ERROR.

6.2 Main reset button
  The need of investigating the possibility of adding a main reset button in the main control panel was discussed. The purpose of this reset button would be to reset PVSS as well as the hardware.

6.3 Accessibility to more diagnostic parameters

  It is desirable to have a button located in the main panel that allows opening a secondary panel where more diagnostic parameters, like ramp-up and ramp-down settings, maximum HV settings, trip times, etc, are displayed. 
6.4 Logbook
  It is desirable to have a button located in the main panel that allows opening a “logbook” with record of various problems, with date and time of when they occurred. 
6.5 GEN signal
  It is desirable to have an LED in the Expert Operation panel that shows the status of the GEN signal: green if it is ON and red if it is OFF.

  It has also to be noticed that every time HV is turned ON the distribution crates need to be enabled by sending a reset (GEN) signal. If the distribution crates are not enabled, once HV is on will go as far as the input cards of the distribution crates but it will not be sent down to the SCs. In the same way when HV is turned off it would be safer to disable the distribution crates turning off the GEN signal. It may be worth discussing if the switching on/off of the GEN signal should be included in the procedure for turning on/off HV. In that case for the turn on procedure the GEN signal should be sent to the distribution crates before the turn on of the CAEN HV channels. For the turn off procedure the GEN signal should be switched off after the turn off of the CAEN HV channels.
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Appendix

This appendix describes the location of the PVSS software at Point 5 and the interface to the configuration and conditioning databases.

Software location at Point 5
ECAL has assigned at Point 5 13 computers, all of them with the PVSS software installed. The computers are assigned to different PVSS projects. One of these 13 computers has been assigned to the PVSS EE HV project. The PVSS EE HV component together with all the associated scripts is installed and is running on this computer. All 13 computers assigned to ECAL are part of a distributed system [2] together with all the other computers assigned to the different CMS sub-detectors. 
Interface to the databases
Configuration database. The configuration of the main PVSS data-points for the EE HV component is saved in the configuration database that installed in the central database for DCS at Point 5. When a new updated version of the PVSS EE HV component becomes available, during the installation process in the dedicated computer at Point 5 the main data-points are automatically retrieved from the configuration database.

Conditioning database. The data are currently automatically saved (archived) in the conditioning database. The data are automatically plotted in the history plots of the channel panel. The same data can also be manually retrieved from the conditioning database directly. In order to do so one has to tunnel to Point 5 and from there connect to the database. A new web interface is currently under development [6]. This web interface will only be accessible at Point 5.

 Glossary 
· Detector Control System (DCS): A subset of Experiment Control System and provides the monitoring and control of the detector hardware devices, e.g. High Voltage, Low Voltage, Pressure, Temperature.
· ECAL Safety System (ESS): A fully autonomous system that provides reliable hardware interlocks to HV and LV system crates and cooling system and software signals to operators and system experts via PVSS alerts, SMS and Email alerts etc.
· JCOP (Joint Control Project) Framework: An integrated set of guidelines and software tools which is used by Developers of the Control System to develop their part of the Control System application. The Framework includes, as far as possible all templates, standard elements and functions required to achieve a homogeneous Control System and to reduce the development effort as much as possible for the Developers. 
· OLE for Process Control (OPC): An engineering software standard designed to provide Factory Automation applications with easy access to industrial plant data through a robust, high-speed communication infrastructure. At the heart of the OPC specification is a client/server model where the OPC server provides a standard interface to the OPC objects, allowing client applications to control devices and manage device data in a generic fashion. OPC-enabled applications can communicate with any OPC server, whether that server represent a sensor, valve, or programmable logic controller. Microsoft's OLE/COM and DCOM technologies are used to realise the client/server model. 

· PVSS: Process Visualization and Control System developed by ETM.
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