October 15th, 2002

Windows 2000 Coordination Subgroup (HTASC/HEPCCC)

The activity of the group continued after the initial mandate of 12 months, expired in spring 2001 and extended by HTASC. At the end of this initial mandate a document was produced on April 20th 2001, summarizing general considerations and the discussions that took place during the meetings.

After the extension of the mandate the group has continued working on the topics described in the previous document and has organized a number of events :

· Windows workshop during HEPiX/HEPNT at NERSC in October 2001

· Windows dedicated day during HEPiX/HEPNT in Catania in April 2002

· Group meetings at CERN in December 2001 and September 2002

Attendees to group meetings at CERN were mainly Europeans, with 2 hours vide-conference with US sites during these meetings. HEPiX/HEPNT meetings were the occasion of larger meeting, with broader participation from European and US sites.

During these meetings, a lot of topics of common interest have been discussed, the main one being :

· Domain structures : according to the different experiences, ActiveDirectory is flexible enough to accommodate any specific site constraints. Different migration strategies have been used in each sites : migration of NT4 domain, creation of new ActiveDirectory domain. Every strategy has advantages and drawbacks. Experiences show than migrating an existing NT4 domain, even a large one, works well and requires generally less migration effort.

· DNS configuration : most used configuration is to use a separate subdomain for Windows infrastructure but sharing a DNS domain (zone) between ActiveDirectory and other usage has been done successfully also.

· Software deployment : for the sites who migrated to ActiveDirectory, there is a consensus that group policies helps a lot for software deployment, even if they have some limits (need to reboot the computer, no ability for the user to delay software installation…). Several sites still uses an additional tool for software deployment, like SMS. It is used in addition to group policies to allow unattended deployment of system upgrade or patches and push rapidly some hotfixes, security or antivirus updates. In addition, tools like SMS offers other very useful features for administration : remote control for help desk, software metering, hardware and software inventory…

· Windows and UNIX integration and interoperability issues via Kerberos. Kerberos being at the heart of ActiveDirectory authentication, there has been some hope of a unique authentication infrastructure common to Windows and Unix. FNAL tried to implement such an idea. But, currently, if it is possible to use Kerberos for both with trusts between both world, it seems difficult to have a unique realm for Windows and Unix. This could change in the future and needs to be monitored. 

· Possibility of sharing MSI files across HEP labs : MSI is the installer format used by group policies. At the beginning of Windows 2000 deployment, not a lot of applications where provided with such an installer format and there was the need to repackage them. Now that MSI has been more adopted by software editor, this time consuming task has lowered and, with it, the need for sharing. Also it appeared that the need for localized MSI lead to sharing efficiency being questionable. There is no more project in this area, even if occasional exchange of MSI remains possible.

· Printing management : for travelling users, one of the main request is to gain access to printing facilities of the sites where they are. This is not easily done with Windows printing infrastructure that requires a computer to be a member of the local domain to gain advantage of the printing facilities. A few sites imported CERN Print Manager successfully. An effort remains necessary to have it working with several configuration without reinstalling, allowing users to really travel with this tool.

· Windows desktop migration path towards XP : Most desktops at each HEP site are currently running Windows 2000, even for the sites having stayed with an NT4 domain. Testing done with Windows XP showed no particular problem integrating Windows XP machines in current domain infrastructures. There is generally no plan to massively migrate existing desktops/laptops but rather deploy it  on new hardware, particularly on laptops as Windows XP has some distinctive features like integrated wireless management, integrated firewall…

· Web services including SOAP and XML : several introduction to this new key technologies have been done during our meetings. But they are not by themselves a particular infrastructure issue.

· Antivirus and security patches management : anti-virus management relies on administration tools provided by a specific anti-virus software. All provide unattended updates of signatures on a regular basis. Desktop anti-virus are not seen as enough as there is a great probability for a new virus to arrive before the updated anti-virus has been released. Most of the sites are currently implanting/looking at filtering at mail server level, as mail is the main vector for viruses. Different approaches are possible, based on pattern matching applied on email (and attachments) contents or based on detected/discarding suspect attachment types (like executable and scripts). Another issue not yet solved properly at any site but a lot of sites is working on intensively : SPAM fighting. Several sites are using tools like SMS to force a quick deployment of system/application security patches or anti-virus updates.

· Remote access to HEP sites (VPN…) : every site faced the request from the users to get access to normal environment when travelling. This is in contradiction to the more and more restrictive filtering at site border routers for security reasons. One of the promising solution is the use of VPN, based on tunnelling technology, allowing a user to establish a secure (encrypted) path to its site when outside. There are several competing technologies and products, based on IPSEC or PPTP, allowing access from every kind of client platform. Several pilots have been started with different hardware/software combination.

· Enhanced mail service with groupware support based on Exchange : most of the major HEP sites are moving or considering to move to Exchange 2000 for their mail service. Among the reasons (not all technical), one distinctive feature of Exchange today is the support for groupware advanced feature in addition to standard mail service, like shared calendaring.

After more than 2 years of existence, all the participants agree that this group was a very useful exchange forum between people involved in operation of Windows infrastructure. But, conversely to the initial goal, it was realized and agreed that Windows infrastructure management is currently is site issue and that there is little to coordinate. In addition, migration to Windows 2000 ActiveDirectory based infrastructure has been done without major problem at most sites. And where it has not yet been done, this is more connected to internal political reasons than to technical reasons. Thus, we think that there is no longer the need for an HTASC subgroup dedicated to these issues.

But the intent of the participant is to continue their work as a forum between Windows administrator as a special interest group of HEPix/HEPnt. In fact, a lot of people participating to the group also attended these meetings during the last years and there are more and more common issues between Windows and Unix environments : mail services, storage, security, web services… We began to experiment a dedicated day, with a round table format during last HEPiX meetings. There is consensus among the participants that this is appropriate to the type of discussion we need and allow the broad participation of sites needed for this group to be useful.

A part of our future work, we intend to revitalize our mailing list and develop our web site, in particular as an archive of the document we produced.
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